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Risks in Grids
Operating and technological risks 
influencing supply reliability are 
related mainly to high depreciation 
of facilities, failures in exploitation 
and operating modes of equipment, 
failures to execute repair in full
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Internal control and risk management system is an element of our corporate gover-
nance system. It includes a range of procedures, methods and mechanisms of control 
created by the BoD and executive bodies of the Company to ensure efficient internal 
control over the Company’s operations. The key goals of the system are efficient im-
plementation of strategic and shareholder goals, increased quality of corporate gover-
nance system and increased operating and investment efficiency.

The system is polished on all management 
levels of the Company. Preliminary con-
trol (risk management system) includes 
revelation, appraisal and control of risks 
(threats and possibilities) with a view to 
efficient implementation of strategic and 
shareholder goals as well as revelation and 
management of risks related to economic 
and energy preparedness. Current control 
includes regulation and standardization of 
business processes and determination of 
control procedures and responsibility of 
business process participants on manage-
ment levels. Subsequent control includes 

the audit of financial statement authentic-
ity, asset preservation, correspondence of 
financial and economic operations to the 
legislation, charter, local regulatory docu-
ments, internal audit of business process 
arrangement efficiency and internal con-
trol and risk management system, control 
over the observation of the corporate eth-
ics, anti-corruption control.

With a view to develop IC&RMS the BoD 
approved the Internal Control Policy, Risk 
Management Policy, Guidelines on Risk 
Management and Corporate Ethics Code. 
Local regulatory documents stipulate a 
distributed model of the system estab-
lishing responsibility in the following way: 
The Board of Directors establishes the di-
rections for the development of internal 
control and risk management system, the 
Audit Committee supervises its efficiency. 
The Internal Audit and Risk Management 
Department conducts audit and directly 
estimates the efficiency of internal con-
trol and risk management system, corpo-
rate governance system as well as sub-
sequent control procedures. Besides, the 

department arranges and coordinates the 
preparation of reports on risks, ensures the 
submission of information on risks and in-
ternal control procedures to stakeholders. 
The executive bodies are responsible for 
the arrangement of efficient current and 
preventive control procedures and imple-
mentation of local regulatory documents 
of the system. The senior officers (owners 
of business processes) are responsible for 
the establishment and execution of control 
procedures and risk management activities 
as well as for timely identification of eval-
uation of risks.

Fundamental risks
The Company’s operations deal with risks 
that investor should mind. Below we spec-
ify the key risk factors that the Company 
deems most important.

Federal and regional risks
These risks are mainly determined by glob-
al macro-economical factors occurring on 
global level, in Russia and regions. These 
factors may have a negative impact on 
possible fund raising, liquidity ratios, in-
vestment and operating efficiency and, 
finally, on shareholder value of the Com-
pany. Besides, recession negatively influ-
ences the production volume and energy 
consumption causing Company’s revenues 
to decline. The key factor of the mac-
ro-economical risk is an ongoing global 
crisis influencing commodities and finan-
cial market indicators: oil and energy pric-
es as well as primary resources prices, cost 
of capital, exchange rates, inflation. The 
Russian economy, along with BRICS econ-
omies, belongs to emerging markets and 

Key operations of the Company — 
transmission and connection — 
are regulated by the state
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is vulnerable to global recession. This is 
determined by its dependence on energy 
resource prices, low volume and volatility 
of the Russian stock market, transiency of 
domestic bank system.

To minimize the consequences of the risk 
we undertake measures aimed at the op-
timization of debt share in overall capital 
structure, attraction of long-term borrow-
ings and loans with fixed interest rates, in-
creased efficiency of operating and invest-
ment expenses of the Company.

Regulatory risks (industry risks)
The key operations of the Company (trans-
mission and connection services) are reg-
ulated by the state. Tariff regulation policy 
is aimed at the control of tariff growth that 
may cause the limitation of tariff resources 
related to investment and operating activ-
ities. 

To minimize the risk factors the Company 
pursues a balanced policy related to the in-
creased efficiency of investment and oper-
ating activities aimed at cost reduction and 
optimal planning of financing structure.

One of the risk factors is imperfect retail 
mechanisms resulting in controversies 
between grid and supply companies re-
garding energy and capacity consumption 
used for tariff calculation. As a result, there 
appears debatable and overdue debt for 
the Company’s transmission services end-
ing in the decreased liquidity and financial 
stability of the Company. The Company 
takes measures to eliminate causes of con-
flicts with consumers, to decrease debat-
able and overdue debt, to cooperate with 
federal authorities preparing changes into 
retail market rules, on court practice and 
creating positive precedents. Besides, the 
Company implements programs on per-
spective metering development adopted 
by the Board of Directors.

Large industrial consumers subsidize other 
consumers, including residents, and this is 
also a significant risk factor. Several large 
industrial consumers connected to UNES 
networks pay for the transmission ser-
vices according to the transmission tariffs 
in cases when grid facilities are rented by 
the Company under the last mile contracts 
between us and FSK. In 2010-2013, due 
to the lack of last-mile legislation, sever-
al large industrial consumers migrated to 
direct contracts with FSK via judicial deci-
sions. According to item 5, article 8 of Fed-
eral Law #35-FZ dd. 26.03.2003 on Energy 
sector till 01.01.2014 UNES is entitled to 

rent grid facilities to regional grid compa-
nies upon approval of the federal executive 
authorities. Russian Government Decree 
#1173 dd. 27.12.2010 on the approval pro-
cedure regarding the transfer of grid facil-
ities being part of UNES network into rent 
by regional grid companies approved the 
Rules regarding the transfer of UNES grids 
into rent by regional grid companies. Since 
the beginning of 2011 the transfer of UNES 
facilities into rent is approved according to 
a resolution adopted by regional executive 
bodies.

Nevertheless, according to the decree the 
transfer is approved if direct contracts be-
tween FSK and consumers are cancelled 
and if a written letter from the regional 
head is forwarded. The Ministry of Energy 
approved Decree #403 dd. 24.08.2012 un-
der which IDGC of Urals and FSK conclud-
ed UNES facilities rental contracts (last mile 
contracts) for 2013. Transmission of energy 
using UNES facilities rented by the Compa-
ny under last mile contracts is included by 
federal and regional regulators in planned 
transmission volume for 2013. In 2012 the 
President and Government underlined 
the importance of solving the problem of 
cross-subsidization. The Ministry of Energy 
received instructions to prepare cross-sub-
sidization liquidation mechanisms. The 
Company plans to actively participate in 
the debates over the problem with the fed-
eral authorities.

The transfer to RAB tariffs is accompanied 
by a range of risks, namely: contestation 
of iRAB evaluation results prepared by in-
dependent appraisers by the regulators; 
losses related to incorrect forecast of trans-
mission structure in terms of voltage and 
overstated capacity volume that were in-
cluded into tariffs; as well as non-receipt of 
deferred incomes due to income smooth-
ing mechanisms. 

To decrease the risks the Company con-
cludes agreements with the regulators 
determining the volumes and resources 
for financing its investment program un-
der long-term regional development pro-
grams with a view to exclude subjectivity 
of tariffs due to the preparation and im-
plementation of cost administration pro-
grams, including a program related to the 
implementation of a President’s instruction 
on 10% cost decrease. Besides, the Com-
pany plans to prepare and implement reg-
ulatory contracts facilitating tariff settings 
in terms of service quality. The contracts 
should stipulate mutual responsibility of 
grids in terms of service quality and of 
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regulators in terms of adjustment of tariffs 
during long-term regulation period.

One of the regulatory risks is a risk of de-
creased demand for connection and trans-
mission in comparison to planned volumes 
used by regulators during tariff approval 
procedures. To reduce the risk the Compa-
ny continues to monitor applications and 
form a forecast of productive supply, con-
nection demand based on the applications 
as well as submit increased number of ap-
plications related to individual connection 
fee to regulators. At the same time due to 
a large amount of applications for connec-
tion the Company is not always able to ful-
ly satisfy the demand, this can negatively 
influence the revenues due to the loss of 
potential consumers as well as violation 
of anti-monopoly legislation in terms of 
transmission and connection. To resolve 
the problem the Company improves the 
procedure of connection application pro-
cessing. We also explain our consumers 
the peculiarities of connection process, 
including dissemination of information on 
the services and creation of client service 
centers.

Financial risk
Within its model the Company encounters 
factors that may lead to scarcity of funds 
required to finance investment and oper-
ating activities. The most important risk 
factors are related to the imperfect retail 
market mechanisms and are disclosed in 
Regulatory risks (Industry risks). Neverthe-
less, there are risks that may potentially in-
fluence financial and operating results.

Negative influence of the inflation on our 
financial and operating activities may be re-
lated to the loss of real value of receivables, 
increased interest rates and increased con-
struction expenses. The present inflation 
level does not have a significant influence 
on our financial status. According to the 
plans of the Russian Central Bank to con-
trol inflation and its forecast values, the in-
flation will not have a significant influence 
on financial operations of the Company. 
Adverse changes of exchange rates can 
influence operating and investment effi-
ciency indicators of the Company. Curren-
cy risks do not have much influence on us, 
since all payments are done in RUR. Nev-
ertheless, taking into account that several 
items purchased by the Company contain 
imported parts, a considerable growth of 
the currency rate may lead to apprecia-
tion of purchased goods. In this respect 
the Company adheres to the policy aimed 
at import substitution and conclusion 
of long-term agreements with no price 
boosts on purchased goods.

Changes of the refinancing rate of the Rus-
sian Central Bank shows macro-econom-

ical situation and influences the cost of 
credit resources. Increased credit rates may 
lead to unplanned increase of expenses on 
corporate debt.

To decrease interest risk we adhere to a 
well-balanced credit policy aimed at the 
optimization of credit portfolio structure 
and minimization of expenses on debt ser-
vicing.

Our operations are influenced by risks that 
may lead to reduction of liquidity and fi-
nancial stability of the Company. The most 
important factors are cross-subsidization 
of consumers and low payment discipline 
on retail market.

The most important component of 
cross-subsidization is conclusion of last 
mile contracts. The legislation does not 
stipulate relations between grid compa-
nies and FSK in terms of last mile contracts. 
Despite the right stipulated by the legisla-
tion to conclude contracts on FSK facilities 
rental in 2012 large consumers were trans-
ferred to transmission contracts with FSK 
according to judicial decisions.

Operating risk
The Company operates on a wide territo-
ry with various climatic conditions. There 
is a possibility of emergencies due to nat-
ural disasters (hurricanes, showers and ice 
storms, floods, snow storms, etc.) that may 
lead to systematic failures in grid efficien-
cy and shortages. Operating and techno-
logical risks influencing supply reliability 
are related mainly to high depreciation of 
facilities, failures in exploitation and oper-
ating modes of equipment, failures to exe-
cute repair in full. Besides, exploitation and 
technological risks may include incidents 
of natural and technogenic character, de-
creased efficiency of our asset manage-
ment system (shift in priorities to ensure 
exploitation reliability and wrong ranging 
of facilities subject to repair), transition to 
constrained emergency modes as well as 
factors related to equipment exploitation. 
In case the risks occur, we can encounter 
both economic and reputation conse-
quences. Besides, these risk factors influ-
ence losses increasing our expenses on en-
ergy purchase to compensate losses. 

To decrease the possible operating and 
technological risks we take measures 
aimed at the increase of supply reliability 
and prevention of technological violation 
risks, including line widening and clear-
ing; facilities reconstruction; expansion of 
reserve power centers, enlargement of the 
fleet of automotive and special-purpose 
vehicles for accident recovery work; grid 
update program; switchgear and telemat-
ics update; improvement of systems for 
data collection and transmission and oper-
ating problem analysis, emergency conse-
quences forecast, including the implemen-
tation of automated system for resource 
administration during restoration works; 
improvement of emergency stock system; 
increased number of mobile restoration 

Due to regulatory documents adopted at the end of 2012 simplifying the proce-
dure related to the withdrawal of last resort provider status from energy supply 
companies the Company encountered new risks related to the necessity to assume 
authorities and liabilities of last resort providers from energy supply companies:
• risks related to increased receivables of end consumers and write-off of accrued 
receivables under contracts  on transmission between energy supply and grid 
companies;
• risks related to the functions of last resort providers on the wholesale markets;
• risks caused by increased costs related to the functions of a last resort provider 
exceeding RGR included into supply charges;
• organizational risks related to the loss of competences and data bases on con-
sumers as well as erroneous payments for consumed energy.

To minimize the risks the Company interacts with federal and regional authori-
ties, mass media, wholesale market infrastructure organizations, law enforcement 
bodies as well as companies with withdrawn last-resort-provider status on the 
functions of last-resort provider and debt settlements. Besides, we form legislative 
initiatives on the optimization of provider change procedure.
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teams and equipment quality; programs 
dealing with traumatism decrease on grid 
facilities; education, control and perfor-
mance review of the personnel using tech-
nological equipment; insurance program; 
energy-saving and efficiency increase pro-
gram.

Investment (project) risk
The Company actively invests to update 
and expand its infrastructure, encounter-
ing a risk related to the efficiency decrease 
and capex depreciation during the execu-
tion of investment programs, innovative 
development and R&D programs. Growing 
investment programs demand consider-
able financial resources, both internal and 
external, raised under conditions satisfying 
RAB parameters, thus, being a factor of 
investment risk. Even if the Company has 
enough financial resources to finance its 
investment program, the Company may 
violate planned terms for capex and delay 
the commissioning of the facilities from its 
investment program, including failures to 
discharge or untimely discharge of liabili-
ties by contractors and suppliers.

Government Decree #159 dd. 27.02.2013 
on the changes into the Rules dealing with 
the approval of investment programs of 
energy companies with state participation 
and grid companies stipulated the exclu-
sion of facilities from the Company’s in-
vestment program that are not covered by 
regional development programs. Here we 
can encounter a risk related to increased 
incomplete construction due to the exclu-

sion of facilities under construction that are 
not included into regional development 
programs from the investment program. 

To decrease the investment risk the Com-
pany prepares its investment program tak-
ing into account the following efficiency 
criteria: increased availability of network 
infrastructure, decreased depreciation and 
update of grid facilities, high utilization 
of commissioned capacities. Integration 
of the investment program with regional 
development plans is a compulsory condi-
tion for the preparation of the investment 
program. Besides, the Company monitors 
investment programs and financing and 
analyzes reasons that led to deviation 
from plan. The Company implements in-
vestment project management, one of 
the areas of knowledge being investment 
project risk management. We take mea-
sures aimed at the increase of project im-
plementation quality and investment effi-
ciency, decrease of construction unit cost, 
high utilization of commissioned facilities, 
development and implementation of com-
parative analysis system dealing with unit 
cost of construction-assembly works and 
materials, arrangement of innovative ac-
tivities management system, automated 
investment management system.

Compliance risk
Frequent changes of the Russian legisla-
tion (keeping in mind state regulation of 
the sector), wide range of regulatory re-
quirements and limitations are risk factors 
related to failures to observe legislation 
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and other regulatory documents, require-
ments of regulators and supervisors as well 
as local documents of the Company de-
termining internal policy, rules and proce-
dures. The Company’s operations are regu-
lated and controlled by various institutions 
(Federal Antimonopoly Service, Federal 
Tariff Service, Federal Service for Finan-
cial Markets, Federal Tax Service, Ministry 
of Energy, Federal Financial Monitoring 
Service, Federal Technical Supervision Ser-
vice, Audit Chamber, etc.). Besides, being a 
state-owned company, IDGC of Urals, OAO 
executes a range of instructions from the 
President and Government. In this respect 
the risk factors are of high importance. 

IDGC of Urals, being a monopolist, is sub-
ject to risk related to violations of anti-mo-
nopoly legislation in terms of connection 
services and disclosure of information on 
the services and tender activities. To de-
crease the risk we monitor prompt pro-
cessing of applications and appeals from 
consumers, we also regulate and control 
timely disclosure of information according 
to the Russian legislation. Federal Service 
for Securities Markets controls the obser-

vation of Russian legislation on securities, 
including significant facts that may influ-
ence securities prices and counter efforts 
against illegal use of insider information. 
Changes in tax legislation may lead to 
decreased profitability indicators and in-
creased tax burden. 

The Company owns, rents or has a right for 
unlimited use of the majority of land plots 
with grid infrastructure on them. Never-
theless, some land plots have no proper 
registration. Besides, the legislation stipu-
lates the term for re-registration of a right 
for unlimited use of property or rent till 
01.01.2015. To minimize the risk the Com-

pany implements a program dealing with 
re-registration of right for unlimited use.

To minimize the risk factors the Compa-
ny takes measures to improve compliance 
control. The Company’s BoD approved lo-
cal documents aimed at the increased effi-
ciency and transparency of operations and 
anti-corruption measures. We also monitor 
changes of legislation related to various as-
pects of the Company’s operations.

Frequent changes of the Russian 
legislation are risk factors related to 
failures to observe requirements of 
regulators and supervisors
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Shareholder value risk 
(corporate risk)
According to our development strategy till 
2015 (2020 in perspective) we implement 
opportunities for future growth and prof-
itability management. Shareholder value 
of the company is influenced by many in-
ternal and external factors. IDGC of Urals 
is included into the list of monopolistic 
companies subject to state regulation ac-
cording to the Russian legislation. In this 
respect federal and regional regulators set 
and regulate tariffs for services rendered 
by the Company. To constrain tariff growth 
for end users the state is entitled to limit 
tariff growth parameters and, correspond-
ingly, profitability of services. Transfer to 
RAB tariffs decreases shareholder value 
risk, reducing the influence of subjective 
factors on tariff decisions but it does not 
still eliminate the risk. The execution of 
long-term RAB parameters is a prerequi-
site for the achievement of shareholder 
goals. To minimize the risk the Company 
implements cost-reducing programs, en-
sures well-balanced planning of operations 
according to the approved tariffs, controls 
the execution of the approved business 
plan, participates in the preparation of re-
gional development programs alongside 
with local authorities in terms of volume 
and resources of financing.

A significant risk factor is competitiveness 
for tariff revenues with regional gridcos in 
each region. To minimize the risk the Com-
pany intends to take measures to decrease 
current tariff disparities leading to dispro-
portionate revenue growth of regional 
gridcos. A significant risk factor is viola-
tions of anti-monopoly legislation by the 
Company. The risks of anti-monopoly reg-
ulation are mainly related to connection 
services. Appeals to territorial FAS offices 
and subsequent initiation of proceedings 
on violation of legislation on connection 
may be caused by violations of consumer 
rights. In particular, rejections to connect, 
failures to observe terms for connection 
stipulated by the legislation and other fac-
tors may cause the risks. Additional nega-
tive factor is a right of FAS for a broad in-
terpretation of commodities market given 
by the current legislation. Thus, a reason-
able complaint may incur turnover-based 
fine calculated on the basis of the overall 
revenues gained from the whole service 
area.

To reduce the risk factors the Company 
improves connection processes simplify-
ing internal procedures and implementing 
new forms of client services (for example, 
on-line services).

Aleksandr Ulyanov,
Deputy Head of Internal Audit
and Risk Management Department

Control over insider information
The requirements of the legislation on insider information appear due to the placement of financial 
instruments on the Russian exchanges (MICEX). According to the Internal Control Policy to observe 
the legislation the Company has 3 stages of compliance control in terms of insider information: pre-
ventive, current and subsequent. To establish preventive compliance control by the BoD we have the 
Regulations on the Insider Information (approved by the BoD, protocol #95 dd. 28.12.2011), taking 
into account requirements of Federal Law #224-FZ dd. 27.07.2010 on measures taken against illegal 
usage of insider information and on alterations introduced into statutes of the Russian Federation. 
Under the Regulations we set the rules for preparation of the insider list, operations with insider 

financial instruments (IDGC of Urals and SACs) as well as conclusion of agreements on insider information confidentiality and ad-
ditional agreements to labor contracts with insiders. To improve preventive control the BoD approved the Corporate Ethics Code 
regulating corporate responsibility and behavior of insiders. 

Current compliance control implies that the Company keeps records of the insider list, notifications on the inclusion or exclusion 
from it and insider transactions with the Company’s securities, control over observation of rules for operations with insider finan-
cial instruments (IDGC of Urals and its SACs) based on information on operations by insiders as well as control over observation 
of legislation on insider information during pre-contractual activities. Subsequent compliance control implies that we analyze 
prices of our financial instruments on organized markets, influence of news on price fluctuations, operations with our securities 
declared in notifications forwarded by insiders to the Company and information on operations performed by our shareholders 
from our registrar.
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